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Organizations increasingly 
collect and process 

personal data with the 
involvement of third parties.



Data Controller Vs Processor



Risk based due diligence

State of the art

APPROPRIATE TECHNICAL & 
ORGANIZATIONAL MEASURES

Cost of implementation

Nature context scope 
purpose of processing

Risk of varying likelihood and 
severity for the rights and 
freedoms of natural persons



Step wise due diligence framework | Overview
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Onboarding a new partner

A structured qualification process carried out by cross functional 
stakeholders is a prerequisite for the selection process.



Due diligence throughout lifecycle

OFF-BOARDING

Proper termination clauses to 
be implemented.

MONITORING

It is important to continuously 
monitor third parties.

LEGAL CONTRACTS

Data processing agreement to 
be in place.

Placeholder



Lessons learnt

Damaging data breach due 
to unauthorized access  of 
vendor email account

Data breach when third 
party software was 
compromised

Recent cyber attack during a 
server upgrade

Over 8 million customers 
were exposed due to a 
security vulnerability in a 
third party app.

GE

P&N

Marriott

Amazon

Gartner report
A data breach is an average of 

$ 700,000 more expensive 
where a third party is involved


